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1.2

1.3

1.4

1.5

Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:

e Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.1.0.0.0, refer to the following
documents:

e Oracle Banking Digital Experience Licensing Guide
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2.2

2.3

OBDX Servicing Application

OBDX Servicing Application
Pre requisite

Download and Install node js as it is required to run npm and cordova commands.

XCode 10 to be download from Mac App Store

Create Project

1.
2.

Extract iOS workspace from installer and place in a folder.

The workspace by default contains framework for running on devices. Hence to run the
application on simulator, delete and copy the 3 frameworks (OBDXExtensions.framework,
OBDXFramework.framework  and  Cordova.framework)  from installer/simulator  to
zigbank\platforms\ios directory.

Adding Ul to workspace.

Use any 1 option below

a. Building un built Ul (required in case of customizations)

Extract unbuilt Ul and traverse to OBDX_Installer/installables/ui/channel/_build
folder and perform below steps

Windows —

npm install -g grunt-cli

npm install

set IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile

grunt --max_old_space_size=5120 iosbuild --platform=ios

Linux -

sudo npm install -g grunt-cli

sudo npm install

export IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile

grunt --max_old_space_size=5120 iosbuild --platform=ios

Copy folders
(build.fingerprint,components,corporate,extensions,framework,images,index,index.htmi,
manifest.json,pages,partials,resources,retail,sw.js) from newly created dist folder into
workspace (platforms/ios/www/)

b. Using built Ul (out of box shipped with installer)

i. Unzip dist.tar.gz for android from installer and copy
folders(build.fingerprint,components,corporate,extensions,framework,images,in
dex,index.html,manifest.json,pages,partials,resources,retail,sw.js) to
workspace (platforms/ios/www/)
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OBDX Servicing Application

2.4 Open project in Xcode
Open Xcode by clicking ZigBank.xcodeproj at zigbank/platforms/ios/
1. Adding URLSs to app.plist (ZigBank/Resources)
a. FOR NONOAM (DB Authenticator setup)

LoginController NONOAM

KEY_SERVER_URL Eg http://mumO00cag.in.oracle.com:7780

b. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

LoginController OAM

KEY_OAM_URL Eg. http://mum00aoo.in.oracle.com:14100 (This URL must be of
OHS without webgate)

KEY_SERVER_URL Eg.http://mum00cag.in.oracle.com:7780

2.5 Generating Certificates for Development, Production and Push
Notifications

Create all certificates (by uploading CSR for keychain utility), provisioning profiles and push
certificates as shown below by login in developer console. For development add device UUIDs and
add same to provisioning profiles. Add capabilities as shown below and ensure the bundle identifier
matches the one of the application in Xcode

# Developer
Certificates, Identifiers & Profiles
108, VOS, watchOS - i0S Certificates + | Q
Certificates. 4 Certificates Total
An
com.ofss.digx.mobile. obdx zigbank APNs Development (03
com.ofss digxmobile. obdx_zigbank

Hidhi Agarwal

Nidhi Agarwal 0S Distribution
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OBDX Servicing Application

OBDX MOBILE DEV PROFILE i0S Development
Keys

A Name: OBDX MOBILE DEV PROFILE
08 Development
5 Identifiers Type: e
App ID: OBDX MOBILE (com.ofss.digx. mobile. 0bx Zigbank)
App IDs
Certificates: 1 total
Pass Type IDs
Devices: 13 total

Website Push IDs
Enabled Services:  Game Center, In-App Purchase, SifiKit, App Groups, Push Notifications
iCloud Containers

Status @ Active
CpEs Expi Dec 11,2019
Merchant IDs
Music IDs Delete Edit Download
Maps IDs
©BDX MOBILE DISTRIBUTION PROFILE 10S Distribution ® Actve
Devices
OBDX MOBILE IME S SAGE DEV PROFILE iOS Development @ Active
Al
J—— ©OBDX MOBILE IMESSAGE DISTRIBUTION PROFILE  i0S Distribution ® Active
Apple Watch ©OBDX MOBILE SIRI EXTENSION DEV PROFILE 10S Development ® Actve
Fad ©OBDX MOBILE SIRI EXTENSION DISTRIBUTION PR...  iOS Distribution ® Active
iPhone
©OBDX MOBILE SIRI EXTENSION Ul DEV PROFILE i0S Development @ Active
iPod Touch
OBDX MOBILE SIRI EXTENSION UI DISTRIBUTION ... i0S Distribution ® Actve
Provisioning Profiles
i ©OBDX MOBILE WATCH APP DEV PROFILE 108 Development ® Active
Development ©OBDX MOBILE WATCH APP DISTRIBUTION PROFILE  i0S Distribution @ Active
Distribution
OBDX MOBILE WATCH APP EXTENSION DEV PROF...  0S Development ® Active
OBDX MOBILE WATCH EXTENSION DISTRIBUTION ... i0S Distribution ® Active
Gopyright ®2015 Apple Inc. Allighis reserved.  Terms of Use | Privacy Paiicy

Ensure AppGroups capability is added to all profiles and for mobile profile SiriKit, App Groups, Push
Notifications must by added.

O Mac Installer Distribution
This certificate is used to sign your 2pp's Installer Package for submission te the Mac App Store.

©  Developer ID Installer
This certificate is used to sign your app's Installer Package for distrib

n outside of the Mac App Store

O Developer ID Application
This certificate is used to code sign your app for distribution outside of the Mac App Store.

Services

ation service SSL (Sandbox)
between your nofification server and the Apple Push Notification service sandbox
to deliver remate 0 your app. A separate certificate is required for each app you

develop.

® Apple Push Notification service SSL (Sandbox & Production)
Establish connectivity between your notification server, the Apple Push Notification service sandbox, and
production environments to deliver remote notifications to your app. When utilizing HTTP/2, the same
certificate can be used to deliver app notifications, update ClockKit complication data, and alert
background Vol apps of incoming activity. A separate certificate is required for each app you distribute

) macOS Apple Push Natification service SSL (Production)
Establish connectivity between your notification server and the Apple Push Notification service production
envirenment. A separate certificate is required for each app you distribute

Pass Type ID Certificate
Sign and send updates to passes in Wallet.

O Website Push ID Certificate
Sign and send updates for Websites.

Note the certificate/bundle name

® Developer

Certificates, Identifiers & Profiles

Certificates Cel‘tificates e

Identifiers

NAME TYPE PLATFORM
Devices

com.ofss.digx.obdx.zighank Apple Push Services i0s
Profiles
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Note the Team ID from top right corner

Navigate to the “Keys” section and create APNS key

OBDX Servicing Application

Note APNS key and download the .p8 file. Copy the .p8 to config/resources\mobile

& Developer

< All Keys

Certificates, Identifiers & Profiles

View Key Details E
Enabled Services
Update the password as shown below —

EL‘ Table PROP_ID CATEGORY_ID | PROP_VALUE | Purpose

1 DIGX_F | ios_cert_path | DispatchDetails | resources/mobi | Update the
W_CON le/AuthKey RB | certificate
FIG_ALL PLIN6ZU5.p8 path/name if
_B required.

Should be
relative to
config directory

2 DIGX_F | APNS DispatchDetails | <Password> Provides id of
W_CON E .p8 certificate

g -
F|'3G—ALL RBPLIN6ZU5

3 DIGX_F | APNSKeyStor | DispatchDetails | DATABASE or | Specifies
W_CON | e CONNECTOR | whether to pick
FIG_ALL certificate
B password from

database or
from
connector.
Default DB (No
change)

4 DIGX_F | Proxy DispatchDetails | <protocol,proxy | Provides proxy
W_CON _address> address, if any,
FIG_ALL to be provided
B while

connecting to
APNS server.
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OBDX Servicing Application

Sr.

No. Table

PROP_ID

CATEGORY_ID

PROP_VALUE

Purpose

Delete row if
proxy not
required.
Example:
HTTP,148.50.6
0,80

5 | DIGX_F

W_CON

FIG_ALL
B

CERT_TYPE

DispatchDetails

For dev push
certs add row
with value ‘dev’

For prod push
certificates this
row is not
required

6 | DIGX_F

W_CON

FIG_ALL
B

APNS_BUND
LE

DispatchDetails

Eg.
com.ofss.digx.o
bdx.zigbank

Bundle Name

7 | DIGX_F

W_CON

FIG_ALL
B

APNS_TEAMI
D

DispatchDetails

Eg.
3NX1974C93

Team ID of
Apple
developer
account

If CONNECTOR is selected in Step 2 update certificate id as below

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts
Configuration editing s enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure
obdx_domain
~Domain Partitions
- Environment
~Deployments
“Services
~-Security Realms
- Interoperability
~Diagnostics

How do I... a8

« Create outbound credential mappings

System Status El

Health of Running Servers as of 10:36 AM

[ Failed (0)
I Critcal (0)

@) Home Log Out Preferences
Home >Summary of Deployments >

Create a New Security Credential Mapping
Back| [fiexi| | Finish | | Cancel

EIS User Name and Password

Configure the ETS User Name and Password that you would like to map the WebLogic Server User to:

“ Indicates required fields

Enter the EIS User Name

*EIS User Name:

Enter the EI5 Passviord:

*EIS Password:
* Confirm Password:

Back| [Mexi ‘lesn ‘Camel

APNS
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OBDX Servicing Application

Properties for tokens to be configured as —

Sr. | Table | PROP_ID CATEGORY_ID | PROP_VALUE | Purpose
2 (Default Value)

1 DIGX_F | MOBILEJWT_E | dayoneconfig 864000 Time in
W_CON | XPIRYTIME secs after
FIG_ALL which user
B will have to
reregister
for alternate
login in
mobile app
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Archive and Export

3. Archive and Export

a. Inthe Menu bar click on Product -> Archive (Select Generic iOS Device)

& Xcods Fle Edt View Find Navigate editor JESERER] Debug Source Control Window _Help O & musmeM Q=
908 > W @zosenc [} OcleProne? Run xR Archiving ZigRank: ZigBank | Compiing asset catalogs n =QolD= O
& = % < o B zosnc [ Profile 1 ocron e

Analyze X8

Build For >

e performAction b Beccencate

Buid %8

Clean ORK pi//7c150468.09r0k io

stop . pilsescocranarokio

Scheme >

Destination >

Create Bot..

b. After archiving has successfully completed. Following popup will appear

c. Click on Export in the right pane of the popup -> Distribute App -> Select method of
distribution -> Choose Provisioning Profile -> select Export one app for all Compatible
Devices -> Next -> Next and generate the ipa.

Photos - Screen Shot 2019-02-18 at 33247 PM.png = X
=) Add toa creation @ o M R EdtaCete v | Share [
[ e ‘ socrntnd : [Sl=

Crashes Energy

sree ormatn

B . |

Valdat App

Donriced Dabus Symols

Deseription
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Archive and Export
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Archive and Export
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OBDX Authenticator Application

4. OBDX Authenticator Application
4.1 Building Authenticator Ul

1. Extract OBDX_Installer.zip. It contains
OBDX_Installer/installables/mobile/authenticator/ui folder. The folder structure is as

ene ui
| CIRE RIS

avorkis Today Previous 7 Days Today Previous 7 Days Previous 7 Days Previous 7 Days
© Downloads f OBDX_Installer > init_.py mobile » authenticator . android > build

F 0BDX_Installer.zip core > service » ios » components
Sl siainatd docs > ; CIE 5
[ Desktop Execinstances » ”e framework
[ Documents chatbot -

installables » % non-oam
{8} shubham runinstaller.py pages

oud
resources
policies

[Z) Macintosh HD resource
ui

9 Remote Disc

Blue

® Red
Gray
Green
Orange
All Tags.

(@) OAM based Authentication

2. Open Terminal at “_build” level.

3. Run following command :

sudo npm install -g grunt-cli
sudo npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

4. After running above commands and getting result as “Done, without errors.” a new folder will
be created at “_build” level with name as “dist”.

(b) NON-OAM Based Authentication

1. Copy “non-oam/login” folder and Replace it at location “components/modules/” [in ui folder]
location. This will replace existing “login” folder.
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OBDX Authenticator Application

t Today Previous 7 Days Previous 7 Days Previous 7 Days Previous 7 Days Previous 7 Days

© Downloads [ mobile » [0 authenticator 3 android 3 _build » base-components > authenticator-pin
service > ios > components . modules > hotp
A; Applicati Previous 7 Days
#; Applications : s = ui * Bcss . B9 login
[ Desktop o0 9 tramework » B otp
[ authentication . Vidoad s B paysecure-pin
[ Documents [ chatbot
B o non-oam > 9 otp
12} shubham ) pages
[ oud
- ) resources
Devices 7 policies
[ Macintosh HD : resource
ui
Remote Disc
Afolder named “login" aready exists in this lacation. Do you
Tags want to replace it with the one you're copying?
® Bive ) Stop Replace
® Red T ————
® Gray

Orange
All Tags...

Open Terminal at “_build” level.

3. Run following command :
sudo npm install -g grunt-cli
sudo npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

4, After running above commands and getting result as “Done, without errors.” a new folder will
be created at “_build” folder level with name as “dist”.

- .
. @ o ™ _build — -bash — 80x24

5| Running "add-cordova" task
_ Reading ../dist/framework/js/pages/require-config.js...0K
| wWriting ../ /dist/framework/js/pages/require-config.js...0K

I

g Done, without errors.

5
Execution Time (2017-87-24 15:84:88 UTC+5:38)
loading tasks 16.2: DI 5%
clean:preBuildCleanUp 1ims 8%
copy:main 4.4 IEDEEEEEE G1%
zass:idist 1Zms 8%
htmlmin:min oBms 8%

fl inlinecss:main 3msz 8%
uglify:updatedBuild 1.7 | B%
string-repla...eplacements 26ms  B%
require ims 8%
requirejs:compile 2.2 A 11%
clean:postBuildCleanUp 151msz Qg 1%
authenticator-tasks ms  @%
add-cordova ms  @%

Total 28.9s

dhep-in-ofss-18-188-59-67:_build obdxuser$ I
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OBDX Authenticator Application

ece dist
< 2 =flol =~ #- @ )
Favorites Today Previous 7 Days Today Taday Today
© Ddownloads mabile | authenticator ui 3 build » build.txt
A repteatona pe—— sarvcs > o 700 comsanents
J css
[ Desktop =0 . andreid o] | Provioua Dave frameworic
= authentication > i0s . components hiiony .
[ Documents chatbot . & . oo
&} shubham @ - framework . pages
oud " Images " resources
Devicas policies B on-oam .
() Macintosh HD resource " pages
. s resources
@) Remote Disc
Tags
® Blue
® Red
Gray
Green
Orange
All Tags...

4.2 Authenticator Application Workspace Setup
1. Unzip and navigate to iOS workspace as shipped in installer.

2. Open the “OBDX_Installer/installables/mobile/authenticator/ui/ios/www” folder in the
finder and paste and replace the following generated Ul files from “ui/dist” folder :

e components
e CSS

o framework

e images

e pages

e resources

Finally the Installer/installables/mobile/authenticator/ui/ios/www folder must look like:

@ Finder Flle Edit View Go Window Help O U@T oxm Tetss Q @ =
L www
< === - 8- & a Q

1 Documents

(4]

A, Applications
@ iCloud Orive

B smansvn.. =

1ORCO0al
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OBDX Authenticator Application

3. Double click on OBDXSecureAuthenticator.xccodeproj to open the project in Xcode

eve » B CEOXSecursAuthenticator ) 7~ Generic {05 Davice | OBDXSscuraAuthenticator | Build Succeeded | 11/04/19 at 7:40 P

BERQASC=o BB [ 0BDXSscursAuthenticator

Key
» 2 Cordovalib.xcodeproj | ¥ Raot o
¥ [ ObdxAuthenticator framework. otp_settings
¥ . Staging sharad_sarver_url
e PinnedCartificateName
= CertificateType

shared_oam_ur|

¥ Classes
ConnectionTimeout

I MainViewCentroller.h
m MainviewController.m
MainViewController.xit
I, AppDelegate.h
u AppDelegate.n
¥ Other Sources
app.plist
i | OBDXSecureAuth. ticator-Prefix peh
. mainm
I\ Beidging-Header h
b Resourees

» . Frameworks
» . Products
+ [@Fite oHE|

Other Sources

Type

Value

Dictionary & (6 items)

string
String
String
String
String
String

HOTR
hittps/fmumBchx:3333
trustedCertificate

cer

5

aop.plist ) No Selection

U Bl ¢/ 0o O

D a

Identity and Type

Mame app.plist
Typs_Dataut - Proparty List XML [

Location Relative to Group B
app.piist -

Full Path /Usersjed|Desktop/SVN]
18.3_Authenticator/10S/
workspace_installer/
authanticatar/platformsfios|
OBDXSecureAuthenticator
app. st

On Demand Resource Tags

Localization
Localize.

Target Membership
& oB0XSecureAuthenticator

Update HOTP or TOTP in above screenshots and update the server URL.

4. The application can be archived using steps in Section 4.3 for running on device

5. To run the application on simulator, copy & replace the framework from
simulator/ObdxAuthenticator.framework to /authenticator/platforms/ios/
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OBDX Authenticator Application

4.3 Building Authenticator Application

1. Set the simulator to Generic iOS device. Then go to Product -> Archive.

@ Xcode File Edit View Find Navigate Editor [EEeNEg Debug Source Control Window Help @G 0 95%3F (@ Mon515PM Q @ i=
®® > @ oooxautnenticstor ) ) Genericiospa  RUN R g index 2 AEEE (ull=]=]
=
e ® m [y ObcxAutner  Profile %I <a)>
- Analyze %8
[} Capablities Resource Tags Info Build Settings Bulld Phases. Build Rules.
v ) Settings.bundie
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2. Choose your Archive. Click Distribute App as shown below and select appropriate profiles.

p
«c 90 ® Crashes Energy !

Namq reation Date ion i i
\| i0S Apps . Creation Dat v Versio Archive Information §
¢ @ OBDXSecureAut... B oBDXSecureAuthenticator 03-Jun-2019 at 4:18 PM i
o : al OBDXSecureAuthenticator
i @ zigBank £ oBDXSecureAuthenticator 03-Jun-2019 at 12:07 PM 1.0.0 (1.0.0) | 03-Jun-2019 at 4:18 PM
@ ziggank £ oBDXSecureAuthenticator 03-Jun-2019 at 12:06 PM 1.0.0 (1.0.0)
2 OBDXSecureAuthenticator 20-May-2019 at 2:39 PM 1.0.0 (1.0.0) Distribute App
i
I OBDXSecureAuthenticator 16-May-2019 at 5:08 PM 1.0.0 (1.0.0) : ¢
Validate App | ]
£ OBDXSecureAuthenticator 16-May-2019 at 4:10 PM 1.0.0 (1.0.0)
4 OoBDXSecureAuthenticator 10-May-2019 at 12:43 PM 1.0.0 (1.0.0) b
" . Details I
B i -May- 12:17 P 1.0.0 (1
| OBDXSecureAuthenticator 09-May-2019 at 12:17 PM 0 (1.0.0) Version 1.0.0 (1.0.0)
4 oBDXSecureAuthenticator 09-May-2019 at 12:15 PM 1.0.0 (1.0.0) Identifier com.oraclecorp.internal.Ob...
il Type iOS App Archive
Team Oracle Corporation (Ent 1)
Download Debug Symbols
b
| Description
3. Click export to save the .ipa
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SUMMARY

Team: Oracle Corporation (Ent 1)
Certificate: iOS Distribution
Profile: Oracle ENT1©
Architectures: armé64

ENTITLEMENTS
com.apple. 1 identifier

52QHD847TQ
application-identifier

9662XL9GF8.com.oraclecorp.internal.Obdxauthenticator

get-task-allow
false

OBDX Authenticator Application

iformation

ireAuthenticator
Lat 4:18 PM

te App

2.0)
clecorp.internal.Ob...
Archive

sorporation (Ent 1)

gbug Symbols

Previous FF
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Application Security Configuration
5. Application Security Configuration

OBDX supports single and multiple certificate pinning as part of application security. This can be
achieved by maintaining below key values in app.plist

PinnedCertificateName - OHS Server Certificate Name
PinnedCertificateOAMName - OAM Server Certificate Name
KEY_SERVER_URL = OHS Server URL

KEY_OAM_URL = OAM Server URL

P wDd P

LoginController needs to be changed to OAM if BANK is on OAM

Make sure the type of certificates should be "cer" and respective certificates need to be imported in
xcode project. This can be achieved as below.

1. Right click on Project (eg. OBDX) in Project Navigator

2. Add Files to Project (OBDX)

3. Navigate to certificates and Add. [Copy items if needed should be selected]
Clean Build
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